
GDPR:  
Your questions  
answered
With GDPR coming into force only a few months from now, we know 
businesses like yours are concerned about how best to meet the 
requirements of the new General Data Protection Regulation. 

We asked more than 1000 attendees of a BrightTALK live panel session what 
their key concerns are. Let’s take a look, along with the consensus answers from 
the expert panel, which included Symantec, law firm White & Case, Mandiant 
and Commvault.  



Shadow IT
Unsanctioned apps or services  
in use

Shadow Data
Unmanaged content that users 
put into: sanctioned apps or 
services meant for other 
purposes or unsanctioned apps 
or services

In GDPR terms
Shadow IT = Technology 
environments where there is  
a lack of control over which 
personal data is handled by 
whom within the organisation 

Shadow Data in sanctioned 
apps / services may be  
processed out of policy 

Shadow Data in unsanctioned 
apps / services cannot be 
accounted for.

With so many respondents saying that 
they aren’t ready for GDPR or they are 
unsure of their level of preparedness, 
our panel believes the best course of 
action is to take a risk-based approach 
to data use, storage and compliance.  
If you believe that you are ready for 
the GDPR because “it’s just an internal 
compliance issue”, our panel suggests 
you look very closely at how much 
Shadow IT permeates your 
organisation – because it is where 
much unknown risk lies.

What does a risk-based 
approach mean?

The use of information represents a 
source of business and competitive 
advantage, but collecting, sharing,  
and analysing personal data also 
comes with inherent business risks 
such as market concerns over data 
privacy or large-scale data loss.  
These risks are compounded by the 
compliance requirements – and 
potential fines – stipulated by the 
GDPR. To reduce risk and boost 
advantage, you must first identify 
what types of data your organisation 
collects, uses, and stores – along  
with where this happens and who  
has access. 

This insight will give you a clear 
picture of where the greatest data 
protection risks lie, which will also 
highlight where to best allocate your 
compliance budget. 

How can you rapidly pinpoint all 
sensitive and personal data within 
your organisation?

This includes data that is held in 
cloud infrastructures and user devices.
This is an important starting point for 
GDPR compliance, and technologies 
like Symantec Data Loss Prevention 
(DLP), with its Information Centric 
Tagging, and Cloud Access Security 
Broker (CASB) show the business 
where sensitive data is now and allows 
users to classify sensitive data as they 
create it. This process can then 
automatically point out high-risk areas 
and can even trigger the right level  
of protection.

Caution: 

Industry-wide low levels of GDPR 
readiness will not be a mitigating 
factor if an investigation is opened. 
Everyone must take action now to 
ensure their own compliance. 

19%

Yes No - help Unsure

Are you feeling ready for May 2018?

27% 53%



With the highest number of 
respondents saying that the legal 
department is driving preparations for 
GDPR, there is a risk that many 
organisations are taking a siloed 
approach to compliance, focussing on 
specific aspects of the regulation. They 
end up ignoring the holistic view that 
is required in many facets of GDPR, or 
even potentially missing vital aspects 
altogether because key stakeholders 
are not involved. For instance, 
cooperation between legal and IT is 
essential, ensuring that the former can 
fully understand the compliance issue 
and the latter leveraging technology to 
help achieve that compliance. 

Can either the legal or IT department 
alone be expected to fully understand 
how information is used by your 
business, where it is stored, who can 
access it, how it exists in partner and 
third-party systems, and how this all 
relates to the requirements of GDPR? 
No. This legislation touches on any 
personal information that is used by 
any and every department. Ensuring 
its lawful collection, handling, and 
protection requires cooperation 
between multiple functions across  
the organisation. 

How is compliance best achieved? 

GDPR is inherently a multifaceted issue. 
Our panel therefore recommends 
forming an internal working party 
consisting of IT, security, legal, lines  
of business, HR, digital, marketing, 
customer service and senior business 
personnel – but don’t forget the value 
of consulting with data protection 
authorities and consumer advocacy 
groups themselves! Together, these 
people should be able to create a clear 
overview of how data is transacted 
throughout the business and into the 
cloud, devise processes that improve 
how data is handled and protected,  
and utilise technology to make these 
processes more efficient and effective. 

Its responsibility should also be to 
create a coordinated procedure for 
when a data breach, loss or misuse 
might occur. Why is this important? 
First, a risk-based approach needs to 
take all eventualities into account, and 
recent events have shown that data 
breaches are a distinct reality for every 
organisation. Second, if you think 
about it, IT are the people most likely 
to notice a data exfiltration, legal are 
most likely to know the reporting 
requirements, and someone on the 
company board will have the authority 
to speak to a regulator. But do these 
people naturally speak to each other 
and share key information? Probably 
not – and that’s why a specific breach 
detection and notification process 
should be put in place.

Note: What happens 
when the law takes 
effect?  
Should an incident due to 
non-compliance occur and you 
can demonstrate that your 
organisation has put the right 
processes in place and taken 
measures to protect personal 
data, there is a reasonable 
chance that any fines or 
sanctioned may be mitigated. 

CISO CIO Legal Unsure

Who is driving GDPR preparations?

11% 19% 38% 30%



Data breaches –  
step-by-step management

Should a breach occur, you have  
72 hours to determine if there is a  
risk to the rights and freedoms of the 
data subject and make your report to 
the Data Protection Authority, (DPA).

These steps provide useful guidance: 

Step 1. Have a proper breach 
detection capability. 

Step 2. Ensure you have an adequate 
reporting capability for the DPA. 

Step 3. Make sure you can prepare the 
data breach report and notify the DPA 
and the regulator within 72 hours. 

Step 4. The dynamics of those 72 
hours is likely to be messy, so you 
must have a clear process in place and 
practice it. 

Step 5. Ensure that you have the right 
technology in place to encrypt all 
personal data, to quickly identify a 
breach occurrence, and thoroughly 
comprehend the nature and impact of 
the breach. 

Step 6. Refresh and refine your 
processes over time as your use  
of data evolves. 

Is it better to avoid the issue than 
deliver a sketchy report?

Always report what information you 
have along with a plan to take further 
action. Avoiding the issue and being 
found out later, or worse still, being 
reported by a member of the public 
won’t impress the regulator. 

Don’t focus exclusively on  
breach response

While it’s critical to be prepared for  
a breach event, it’s also important to 
focus on mitigating the risk through 
prevention. Ensuring your cyber 
security is up to scratch can 
significantly reduce the risk of a 
breach occurring in the first place. 
Controlling access to sensitive data  
via encryption, authentication, and 
system-level security reduces the 
likelihood of a breach taking place. 
During all the phases of a cyber attack 
there are plenty of opportunities to 
spot an incursion and halt it. Don’t 
forget to invest in technologies that 
protect personal data and the systems 
that house it. 

Yes No Unaware

Are you geared up for the 72-hour 
breach notification requirement?

30% 61% 7%



With 56% of our respondents either 
saying they don’t have access to the 
right resources to help them be better 
prepared for the GDPR, or are not sure 
if they do, where can you access 
easy-to-read information on the topic? 

One of the key issues our participants 
have is understanding how the new 
compliance obligations sit with 
existing data protection duties.

How can you tell quickly and easily 
where the law is changing and what 
it means for you? Consult specialist 
legal counsel, download the free  
GDPR handbook from White & Case  
and keep checking in with Elizabeth 
Denham’s blogs at the ICO website. 

Remember that no software vendor 
has one solution to fix the GDPR 
problem. This is a process that begins 
with mapping your compliance data 
and understanding the risks and 
impacts of GDPR, enhancing your 
privacy processes and capabilities, 
and finally supplementing your 
security technologies with measure  
to improve information visibility, 
protection from attacks and misuse 
– along with rapid remediation and 
reporting should an incident occur.  

Have you got access to the resources 
you need to prepare effectively?

Note: 
If you are using third parties to 
process or store your customers’ 
personal and sensitive data – 
known as Data Processors in the 
GDPR – you must perform due 
diligence. While they could share 
liability if their own data 
protection practices are not up to 
speed, ensuring that they operate 
in compliance with the GDPR is  
a great way to avoid compliance 
headaches down the line. 

Access the BrightTALK Benchmark panel: 
How prepared are you for May 2018?

Listen now
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Yes No Not looked

43% 43% 13%

http://news.whitecase.com/226/7579/landing-pages/web-registration.asp
http://news.whitecase.com/226/7579/landing-pages/web-registration.asp
https://iconewsblog.org.uk/2017/08/09/gdpr-sorting-the-fact-from-the-fiction/
https://iconewsblog.org.uk/2017/08/09/gdpr-sorting-the-fact-from-the-fiction/
https://www.brighttalk.com/webcast/288/266001

